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Market Street Medical Practice 
 

Confidentiality Policy  
   
1. Introduction 
The reasons for the Policy: 
 all information held at the Practice about patients is confidential, whether held electronically or in 

hard copy 
 other information about the Practice (for example its financial matters) is confidential 
 staff will by necessity have access to such confidential information from time to time 
 
2. Applicability 
This policy applies to all employees and Partners, and also applies to other people who work at the 
Practice e.g. locum GPs, non-employed nursing staff, trainee GPs, students, staff and contractors 
(all collectively referred to as ‘staff’ below). 
 
3. Policy 
 Staff must not under any circumstances disclose patient information to anyone outside the 

Practice, except to other health professionals on a need to know basis, or where the patient has 
provided written consent. 

 All information about patients is confidential: from the most sensitive diagnosis, to the fact of 
having visited the surgery or being registered at the practice. 

 Staff must not under any circumstances disclose other confidential information about the 
Practice to anyone outside the Practice unless with the express consent of the partners or the 
Practice Manager. 

 Staff should limit any discussion about confidential information only to those who need to know 
within the Practice. 

 The duty of confidentiality owed to a person under 16 is as great as the duty owed to any other 
person.  

 Staff must be aware of and conform to the requirements of the Caldicott recommendations. 
 All patients can expect that their personal information will not be disclosed without their 

permission (except in the most exceptional circumstances when disclosure is required when 
somebody is at grave risk of serious harm). 

 Electronic transfer of any confidential information must be transmitted via the NHS net.  Staff 
must take particular care that confidential information is not transmitted in error by email or over 
the Internet. Staff must not take data from the Practice’s computer systems (e.g. on a memory 
stick or removable drive) off the premises unless authorised to do so by the partners or the 
Practice Manager.   

 Staff who suspect a breach of confidentiality must inform the Practice Manager immediately. 
 Any breach of confidentiality will be considered as a serious disciplinary offence and may lead 

to dismissal. 
 Staff remain bound by the requirement to keep information confidential even if they are no 

longer employed at the Practice. 
 
4. Responsibilities of Practice staff 
All health professionals must follow their professional codes of practice and the law. This means 
that they must make every effort to protect confidentiality. It also means that no identifiable 
information about a patient is passed to anyone or any agency without the express permission of 
that patient, except when this is essential for providing care or necessary to protect somebody’s 
health, safety or well-being. 

 
All health professionals are individually accountable for their own actions. They should, however, 
also work together as a team to ensure that standards of confidentiality are upheld, and that 
improper disclosures are avoided. 
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Additionally, Dr O’Donovan as the senior partner:  
 is responsible for ensuring that everybody employed by the practice understands the need 

for, and maintains, confidentiality. 
 has overall responsibility for ensuring that systems and mechanisms are in place to protect 

confidentiality. 
 has vicarious liability for the actions of those working in the practice – including health 

professionals and non-clinical staff (i.e. those not employed directly by the practice but who 
work in the surgery). 

 
Standards of confidentiality apply to all health professionals, administrative and ancillary staff- 
including receptionists, secretaries, practice manager, cleaners and maintenance staff who are 
bound by contracts of employment to maintain confidentiality. They must not reveal, to anybody 
outside the practice, personal information they learn in the course of their work, or due to their 
presence in the surgery, without the patient’s consent. Nor will they discuss with colleagues any 
aspect of a patient’s attendance at the surgery in a way that might allow identification of the patient 
unless to do so is necessary for the patient’s care. 

 
5. If disclosure is necessary 
If a patient or another person is at grave risk of serious harm which disclosure to an appropriate 
person would prevent, the relevant health professional can take advice from colleagues within the 
practice, or from a professional / regulatory / defence body, in order to decide whether disclosure 
without consent is justified to protect the patient or another person. If a decision is taken to disclose, 
the patient should always be informed before disclosure is made, unless to do so could be 
dangerous. If at all possible, any such decisions should be shared with another member of the 
practice team. 
Any decision to disclose information to protect health, safety or well-being will be based on the 
degree of current or potential harm, not the age of the patient.  
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Market Street Medical Practice 
  

Employee Confidentiality Policy  
 
 

In the course of your employment or associated work with the Practice, you will have access to, see 
or hear, confidential information concerning the medical or personal affairs of patients, staff or 
associated healthcare professionals. Unless acting on the instructions of the GP partners or the 
Practice Manager within the practice, on no account should such information be divulged or 
discussed except in the performance of your normal duties. Breach of confidence, including the 
improper passing of registered computer data, will result in disciplinary action, which may lead to 
your dismissal. 
 
You should also be aware that regardless of any action taken by the Practice, a breach of 
confidence could result in a civil action against you for damages. 
 
You must ensure that all records, including VDU screens and computer printouts of registered data, 
are never left in such a manner that unauthorised persons can obtain access to them. VDU screens 
must always be cleared when left unattended and you must ensure you log out of computer 
systems, removing your password and Smart card. All computer passwords must be kept 
confidential. 
 
No unauthorised use of the internet or email is allowed. 
 

Information concerning patients or staff is strictly confidential and must not be disclosed to 
unauthorised persons. This obligation shall continue in perpetuity.   
 
Disclosures of confidential information or disclosures of any data of a personal nature can result in 
prosecution for an offence under the Data Protection Act 1998 or an action for civil damages under 
the same Act in addition to any disciplinary action taken by Practice. 

 
 
I have read, understand and agree to the terms and conditions set out above. 
 
 
Signature……………………………………………………. 
 
 
Name (printed)……………………………………………. 
 
 
Date……………………………………………………………   

 
 
 
 
 
 
 
 
 


